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FOREWORD 


Information  age  warfare  challenges  warfighters  to  exploit  the  powerful  capabilities  of 
advanced  digital  systems.  In  training  to  achieve  digital  proficiency,  unit  leaders  and  trainers 
need  tools  that  help  them  focus  on  systems-enabled  skills  contributing  significantly  to  tactical 
performance.  In  support  of  the  digitized  force,  the  U.S.  Army  Research  Institute  for  the 
Behavioral  and  Social  Sciences’  Simulator  Systems  Research  Unit  (SSRU)  investigates  training 
and  performance  assessment  needs.  The  SSRU  assists  III  Corps’  Battle  Command  Training 
Directorate  and  the  Program  Executive  Office  for  Simulation,  Training  and  Instrumentation 
(PEO-STRI)  by  developing  performance  measurement  methods  and  tools  for  exploiting  digital 
capabilities. 

The  two  products  contained  in  this  document  were  developed  to  provide  trainers  with 
guidance  on  how  to  evaluate  unit  employment  of  the  Force  XXI  Battle  Command  Brigade  and 
Below  (FBCB2)  system  in  a  unit  mission  context.  The  guidance  emphasizes  unit  exploitation  of 
FBCB2  to  support  tactical  operations.  These  products  were  prepared  in  response  to  a  request 
from  the  Chief  of  the  III  Corps  G3  Battle  Command  Training  Branch.  Laminated,  pocket-sized 
copies  of  the  products  were  distributed  to  the  4th  Infantry  Division  in  time  to  support  the  unit’s 
deployment  to  Operation  Iraqi  Freedom.  Copies  of  the  booklets  were  later  distributed  to  the  1st 
Cavalry  Division  and  to  those  divisions  with  Blue  Force  Tracker  systems  involved  in  Operation 
Iraqi  Freedom. 

The  results  of  this  work  were  briefed  to  III  Corps’  Battle  Command  Training  Directorate 
at  Fort  Hood,  Texas  on  22  November  2002  and  again  on  29  January  2003. 


^FRANKLIN  L.  MOSES 
Acting  Technical  Director 
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A  PRACTICAL  GUIDE  FOR  EXPLOITING  FBCB2  CAPABILITIES 


INTRODUCTION 

This  report  presents  two  useful  products  that  can  help  digital  units  get  the  most  out  of  the 
Force  XXI  Battle  Command  Brigade  and  Below  (FBCB2)  capabilities.  The  products  focus  on 
high-payoff  user  skills  and  tasks  that  contribute  critically  to  unit  combat  effectiveness  at 
battalion  and  below.  Table  1  gives  a  thumbnail  overview  of  the  products. 


Table  1 

Overview  of  Products  for  Exploiting  FBCB2  Capabilities 


Product 

Target  Audience 

Emphasis 

Leader’s  Primer 

•  Digital  leaders,  Pit  thru  Bn 

•  Unit  training  managers 

•  Unit  trainers  and  evaluators 

•  Training  support  personnel 

•  High  level  orientation 

•  Major  FBCB2  capabilities 

•  Key  enablers  for  tactical  success 

•  Digital  performance  pitfalls 

Exploitation  Tool 

•  Unit  leaders  and  planners 

•  Unit  trainers  and  evaluators 

•  FBCB2  operators  and  users 

•  AAR  leaders  and  facilitators 

•  Training  support  personnel 

•  Detailed  critical  task  information 

•  Tactical  importance,  task-by-task 

•  Proficiency  targets,  by  echelon 

•  When/where  to  get  performance  data 

•  Digitally  focused  AAR  questions 

Both  products  result  directly  from  the  FBCB2  Training  Feedback  Variables  project 
conducted  by  the  U.S.  Army  Research  Institute  (ARI).  As  part  of  ongoing  research,  ARI’s 
Simulator  Systems  Research  Unit  developed  the  products  to  help  unit  leaders  and  trainers 
optimize  digital  training  exercises.  The  research  team  built  the  products  around  the  digital 
knowledge  and  experience  of  leaders  and  soldiers  in  the  4th  Infantry  Division  (4ID),  the  Army’s 
First  Digitized  Division.  Importantly,  the  tools  apply  to  general  functions  that  are  not  tied  to  a 
specific  FBCB2  software  version. 

This  work  is  part  of  the  “Methods  and  Measures  of  Commander-Centric  Training” 
Science  and  Technology  Objective  (STO) .  The  goals  of  this  STO  are  to  develop  and  assess 
command,  control,  communication,  computers,  intelligence,  surveillance,  and  reconnaissance 
(C4ISR)  training  methods  for  Future  Combat  Systems  (FCS)  Units  of  Action,  by  2005.  This 
STO  supports: 

•  the  U.S.  Army  Training  and  Doctrine  Command  (TRADOC), 

•  the  Program  Executive  Office  for  Simulation,  Training,  and  Instrumentation  (PEO  STRI) 

•  the  Project  Manager  for  Future  Combat  Systems  (PM  FCS) 
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Background 


The  U.S.  Army  is  in  the  middle  of  fielding  the  Army  Battle  Command  System  (ABCS),  a 
family  of  digital  command,  control,  communications,  computers,  and  intelligence  (C4I)  systems 
offering  substantially  improved  warfighting  capabilities  at  every  echelon.  Within  the  ABCS 
family  the  FBCB2  is  the  workhorse  tool  for  elements  at  battalion  echelon  and  below.  Effective 
combat  performance  depends  heavily  on  realistic  training  to  enable  warfighters  to  fully  exploit 
the  capabilities  of  the  FBCB2.  Such  training  requires  valid  tools  for  measuring  both  individual 
and  collective  proficiency  on  digital  tasks. 

Leaders  and  trainers  need  to  know  how  well  individuals  and  teams  are  operating  their 
FBCB2  systems  and  using  the  available  capabilities  and  information.  They  need  criteria  and 
procedures  for  measuring  digital  proficiency.  Army  training  developers  have  yet  to  fully 
incorporate  detailed  digital  proficiency  criteria  in  mission  training  plans  (MTPs).  In  the  interim, 
units  have  relied  on  practical  experience  and  their  own  insights  to  develop  digital  proficiency. 
Assessment  of  digital  performance  has  centered  around  the  individual  warfighter’s  basic 
knowledge  and  use  of  the  system,  not  the  understanding  of  the  application  as  a  combat 
multiplier. 

Among  the  major  FBCB2  functional  capabilities,  many  serve  as  notable  combat 
multipliers.  The  digital  combat  multipliers  link  to  high-payoff  skills,  contributing  significantly 
to  tactical  performance.  Some  of  these  skills  may  apply  to  a  particular  echelon  or  mission,  while 
others  may  apply  to  all.  The  products  of  this  project  defined  measurable  targets  by  echelon  for 
high-payoff  skills  in  order  to  assess  digital  proficiency.  These  proficiency  targets  should  apply 
across  time  and  should  contribute  most  effectively  to  achieving  digital  training  objectives.  The 
products  represent  the  first  step  toward  standardizing  the  measurement  of  how  well  units  apply 
digital  skills  to  enhance  combat  effectiveness. 

Digitization  can  overwhelm  trainers  and  observer/controllers  (O/Cs)  with  observation 
requirements.  In  addition  to  observing  the  same  events  that  apply  to  analog  units,  O/Cs  for 
digitized  units  must  monitor  C4I  system  usage  and  messaging,  interactions  between  operators 
and  digital  systems,  and  even  interactions  between  system  operators  and  digital  information 
users.  The  high-payoff  proficiency  targets  spelled  out  in  the  Leader’s  Primer  and  Exploitation 
Tool  can  help  trainers  and  O/Cs  focus  their  attention,  knowing  the  targets  contribute  significantly 
to  warfighting  effectiveness.  Focusing  on  high-priority  digital  tasks  can  help  avoid  observation 
overload. 

In  Fort  Hood’s  Battle  Command  Training  Center  (BCTC)  and  Fort  Lewis’  Mission 
Support  Training  Facility  (MSTF),  trainers  and  O/Cs  routinely  face  the  challenges  of  measuring 
digital  proficiency  levels,  and  their  ranks  are  growing  across  the  Army.  An  important  benefit  of 
the  Exploitation  Tool  is  to  reduce  O/Cs’  workloads  to  manageable  levels  by  focusing  their 
attention  on  high-payoff  measurement  targets.  In  effect,  the  tool  will  enhance  the  efficiency  and 
effectiveness  of  the  assessment  process  underpinning  digital  training.  Ultimately  this  will 
enhance  the  payoff  units  receive  from  their  digital  training  programs— leading  to  heightened 
combat  effectiveness. 
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Development  Approach 


The  project’s  development  strategy  leveraged  the  experience  accumulated  by  Fort  Hood 
units  participating  in  the  Army’s  Force  XXI  digitization  efforts.  The  investigators  gathered 
knowledge  from  4ID  leaders  and  soldiers  and  from  subject  matter  experts  (SMEs)  with  recent 
digital  experience.  Additionally,  opportune  monitoring  of  digital  exercises  in  the  Close  Combat 
Tactical  Trainer  (CCTT)  and  BCTC  helped  validate  and  supplement  the  data. 

Leader’s  Primer 

The  team  developed  a  concise  inventory — the  Leader’s  Primer — to  portray  what  it  means 
to  fully  exploit  critical  FBCB2  capabilities.  After  drafting  a  list  of  system  functional  capabilities, 
SMEs  interviewed  4ID  warfighters  (brigade  and  below)  about  the  importance  of  each  capability 
for  successful  tactical  operations.  Team  members  compiled  and  organized  the  results  into  a 
matrix  of  major  capabilities,  containing  the  following  elements  for  each  capability:  keys  to 
success  (implementing  actions),  probability  of  exploitation  (based  on  estimated  frequency  of 
usage),  exploitation  pitfalls  (common  performance  deficiencies),  and  evidence  pointing  to  the 
pitfalls.  The  team  coordinated  with  4ID  leaders  and  operators  to  obtain  informal  validation  of 
the  matrix,  which  was  refined  by  incorporating  their  feedback. 

Exploitation  Tool 

The  team  developed  a  user-friendly  Exploitation  Tool  to  focus  assessment  activities  and 
facilitate  high-payoff  performance  feedback.  Relying  heavily  on  4ID  interview  data,  SMEs 
expanded  the  major  FBCB2  capabilities  identified  for  the  Leader’s  Primer  and  ranked  them  to 
determine  those  contributing  most  to  combat  effectiveness.  The  SMEs  next  translated  the 
capabilities  to  produce  a  list  of  essential  user  tasks,  and  then  organized  the  tasks  into  nine  global 
skills.  The  set  of  major  user  skills  offered  the  highest  payoff  for  tactical  performance,  thus 
warranting  the  attention  of  leaders  and  trainers.  The  SMEs  prioritized  the  skills  based  on 
warfighter  input,  then  obtained  verification  by  4ID  leaders  and  operators. 

For  each  major  skill,  the  team  next  developed  detailed  observation  guidelines.  The  SMEs 
inventoried  specific  digital  actions  (performance  goals),  applicable  echelons,  conditions 
prompting  performance  (triggers),  and  relevant  sources  of  performance  data.  The  team  compiled 
the  results  in  a  matrix  format  designed  for  easy  use  by  leaders,  O/Cs  and  trainers.  They 
coordinated  the  draft  guidelines  with  4 ID  warfighters  and  then  refined  them.  An  overview  was 
added  to  serve  as  a  roadmap  and  highlight  the  tactical  importance  of  digital  tasks.  The  final 
Exploitation  Tool  spelled  out  instructions  for  when,  where,  how  and  why  to  collect  critical 
performance  information. 
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LEADER’S  PRIMER  FOR  EXPLOITING  FBCB2 

Appendix  A  contains  the  complete  Leader’s  Primer.  The  primer  evolved  in  two  stages— 
identification  of  major  FBCB2  capabilities  as  they  relate  to  tactical  importance,  followed  by 
description  of  exploitation  enablers  as  well  as  pitfalls. 

FBCB2  Capabilities 

As  the  primary  digital  tool  for  small  units,  FBCB2  brings  to  battle  command  elements 
and  maneuver  platforms  a  host  of  functional  capabilities  centering  around  command,  control,  and 
communications.  The  team’s  analysis  plus  input  from  the  4ID  warfighters  revealed  more  than 
twenty  major  capabilities  falling  in  five  operational  areas,  as  seen  in  Table  2. 

Table  2 


Inventory  of  Major  FBCB2  Functional  Capabilities 


Area 

FBCB2  Capabilities 

Digital  Basics 

Establish  proper  communication  network 

Clear  queues  and  logs 

Set  filters  and  respond  to  alerts  _ 

Use  filinq/naminq  cc'  /entions 

Perform  maintenance  and  troubleshooting 

Battlefield  Visualization 

Relate  threat  to  own/unit  location _ 

Tailor  situational  awareness  (SA)  picture 

Manaqe  Red  icons 

Post  obstacle  overlays 

Mission  Planning  & 
Preparation 

Aoolv  Line  of  Siqht  (LOS)  tool  for  terrain  analysis 

Apply  LOS  tool  for  perimeter  defense  planning 

Use  FBCB2  to  plan  and  control  fire  support 

Use  FBCB2  to  support  loqistical  planning/preparation 

Construct  and  update  overlays 

Leveraoe  FBCB2  in  multi-echelon  wargaming  n 

Information  Exchange 

Prepare  and  manage  messages  and  graphics 

Disseminate  messages  and  graphics 

Confirm  reception  of  critical  messages 

Mobility  &  Maneuver 

Use  FBCB2  to  plan  and  execute  movements 

Leverage  FBCB2  in  maneuver  decisions 

Exploit  FBCB2  in  fratricide  prevention 

The  FBCB2  capabilities  in  Table  2  represent  both  operator  and  user  domains.  Some  of 
the  functional  features  (e.g.,  setting  filters,  clearing  queues  and  logs)  are  performed  by  system 
operators.  On  the  other  hand,  the  majority  of  the  functional  features  are  orchestrated  by  users 
(battle  captains,  for  example)  and  encompass  a  family  of  specific  actions.  All  of  the  capabilities 
involve  harnessing  multiple  FBCB2  features  to  accomplish  functional  performance  requirements. 
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The  capabilities  listed  in  Table  2  represent  those  FBCB2  features  that  play  a  major  role  in 
successful  tactical  operations  of  the  4ID.  Considering  operational  variations  across  time  and 
units,  the  list  may  need  to  be  modified  for  other  units  and  environments.  At  the  same  time,  the 
inventory  provides  a  reasonable  snapshot  of  the  more  valuable  FBCB2  capabilities  supporting 
Force  XXI  operational  requirements.  The  inventory  provided  the  springboard  for  developing  the 
actual  Leader’s  Primer. 


The  Leader’s  Primer 

The  matrix  format  of  the  Leader’s  Primer  appears  in  Table  3.  The  entries  in  the  “FBCB2 
Capabilities”  column  come  directly  from  Table  2.  The  “Keys  to  Success”  represent  critical 
enablers  for  effective  digital  operations.  “Probability  of  Exploitation”  is  based  on  SME 
estimates  of  4ID  usage  rates  and  is  intended  as  a  potential  indicator  of  underutilized  capabilities. 
“Exploitation  Pitfalls”  describe  performance  deficiencies  commonly  associated  with  each 
capability.  The  “Says  Who?”  column  summarizes  primary  evidence  for  the  pitfalls.  The 
complete  Leader’s  Primer  is  found  in  Appendix  A. 


Table  3 

Format  of  the  Leader’s  Primer 


FBCB2 

Capabilities — 
Tactical  Importance 

Keys  to  Success 

Probability  of 
Exploitation 

Bn— •Co/Pit 

Exploitation  Pitialls 

Says  Who? 

Establish  commo 
network— so  Blue 
picture  Is  complete 

•  Radios  have  correct  COMSEC 

•  Ail  servers  are  operational 

•  BLUFOR  icons  are  visible 

High — High 

Leaders/operators  at  all 
echelons  fail  to  establish 
fully  functional  network 

Field  Svc  Reps  are 
often  called  to  “fix’ 
simple  problems 

Post  obstacle  overlays 
—to  avoid  Blue  attrition 

•  Overlays  are  disseminated 

•  Users  post  overlays  promptly 

•  Overlays  are  updated 

High — Low 

Co/PIts  lose  warnings  by 
failing  to  post  obstacle 
overlays 

Blue  vehicles  enter 
minefields  in  NTC 
rotations  and  FTXs 

The  “Probability  of  Exploitation”  column  projects  how  often  a  leader  might  expect  to 
observe  the  various  capabilities,  based  on  estimated  usage  rates  for  various  echelons  in  the  4ID. 
The  team’s  SMEs  reached  consensus  on  the  estimates,  in  tight  of  their  own  knowledge  plus 
warfighters’  interview  comments. 
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FBCB2  EXPLOITATION  TOOL 

Appendix  B  contains  the  complete  Exploitation  Tool.  This  product  evolved  in  three 
stages:  (a)  identification  of  high-priority  FBCB2  user  skills  and  tasks,  (b)  development  of 
detailed  exploitation  guidelines,  and  (c)  preparation  of  an  overview  emphasizing  the  tactical 
importance  of  each  user  task. 

FBCB2  User  Skills  and  Tasks 

Table  4  presents  the  set  of  high-priority  digital  skills  and  tasks  eventually  used  to 
structure  the  Exploitation  Tool.  Basically  a  translation  and  expansion  of  the  major  FBCB2 
capabilities  from  Table  2,  the  user  tasks  column  pools  extensive  input  from  4ID  warfighters. 
Further,  4ID  leaders  and  operators  verified  and  prioritized  the  nine  global  user  skills. 


Table  4 

High-Priority  FBCB2  User  Skills  and  Tasks 


User  Skills 

Essential  User  Tasks 

1.  Perform  Precombat  Checks  and 
Inspections 

•  Perform  digital  commo  check 

•  Verify  correct  COMSEC  files  in  use 

•  Clear  queues  and  logs 

•  Diagnose  problems  at  lowest  feasible  level 

•  Verify  Blue  icons  on  FBCB2  display 

•  Maintain  awareness  of  #  vehicles  reporting  on  Tl 

•  Determine  %  FBCB2s  reporting  on  Tl 

•  Send  critical  messages  only  when  comms  in  place 

•  Verify  completeness  of  COP 

•  Report  qaps  in  Blue  SA 

2.  Disseminate  and  Manage 

Messages  and  Graphics 

•  Verify  address  groups 

•  Apply  FBCB2  to  react  rapidly  to  new  mission 

•  Use  standard  file  naming  conventions 

•  Proactively  manage  planning  process 

•  Reduce  staff  planning  time  (1/3-2/3  rule) 

•  Disseminate  orders  and  graphics  on  first  try 

•  Ensure  100%  dissemination  of  digital  graphics 

•  Use  LOS  tool  to  create  sector  sketch/fire  plan 

3.  Plan  and  Execute  Movements 

•  Plan/wargame  COAs  using  FBCB2  capabilities 

•  Select  routes  using  Navigation  and  LOS  tools 

•  Check  filters  for  audio  and  visual  alerts 

•  Navigate  safely  and  accurately  using  FBCB2 

•  Conduct  breach  operations  using  FBCB2 

4.  Apply  Situational  Understanding  in 
Maneuver  Decisions 

•  Post  danger  zones  on  operational  graphics 

•  Use  FBCB2  graphics  and  SA  to  maneuver 

•  Apply  FBCB2  in  tracking  and  reporting  CCIR 

•  Apply  SU  in  tracking  decision  points 

•  Use  FBCB2  to  decide  when  to  deny  fires 
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5.  Conduct  Collaborative  Planning 

•  Wargame  using  digital  systems  in  TOC 

•  Disseminate  latest  overlays  via  MDL 

•  Perform  diqital  rehearsal 

6.  Support  Logistical  Preparations 
Unit-Wide 

•  Disseminate  CSS  overlay  with  OPORD 

•  Perform  digital  CSS  rehearsal 

•  Send  up  CTIL-based  LOGSTAT 

•  Send  up  PERSTAT  per  TACSOP 

•  Use  FBCB2  to  determine  logistical  status  of  unit 

•  Utilize  Supply  Point  icon 

•  Use  Naviaation  Tool  or  SA  for  resupply  missions 

7.  Control  Indirect  Fires 

•  Properly  route  CFFs  to  supporting  AFATDS 

•  Use  pre-planned  CFF  linked  to  Quick  Send 

8.  Avoid  Fratricidal  Situations  via 
Situational  Understanding 

•  Disseminate  and  update  obstacle  overlay 

•  Perform  Net  Join 

•  Create  manual  icons 

•  Apply  Spot  reporting  and  handoff  procedures 

•  Maintain  command  awareness  of  platforms  on  Tl 

9.  Employ  Filter  Settings  to  Create 
Common  or  User-Desired  Picture 

•  Use  collapse/expand  function 

•  Achieve  desired  operating  picture 

•  Use  Center  of  Mass  function 

The  user  skills  in  Table  4  were  driven  primarily  by  4DD  operational  mission  requirements, 
not  by  the  organization  of  FBCB2  capabilities.  Thus  the  skills  should  link  closely  with  mission 
essential  tasks  as  encountered  in  a  Force  XXI  unit.  This  important  linkage  enables  the  skills  to 
serve  as  a  valid  foundation  for  developing  digital  proficiency  targets. 

The  “top  nine”  FBCB2  skills  with  their  associated  user  tasks  formed  the  cornerstone  for 
developing  detailed  guidelines  for  the  Exploitation  Tool. 

Detailed  Exploitation  Guidelines 

The  matrix  format  of  the  FBCB2  exploitation  guidelines  (see  Table  5)  is  designed  for 
easy  reference  and  tracking  by  digital  O/Cs  and  trainers.  For  the  complete  matrix  of  detailed 
guidelines,  see  Appendix  B.  For  each  of  the  nine  high-priority  user  skills  (from  Table  4),  the 
matrix  contains  four  columns  of  practical  information: 

•  Performance  goals  corresponding  to  the  essential  user  tasks  appearing  in  Table  4  and 
pointing  to  fairly  specific  system-oriented  steps. 

•  The  echelon(s)  to  which  each  performance  goal  applies — battalion  and  below  for  this 
project. 

•  Trigger  information  specifying  the  timeframe  or  condition(s)  normally  prompting  the 
specified  performance. 

•  Sources  and  procedures  for  obtaining  relevant  performance  data. 

The  various  sources  of  digital  performance  data  include  (a)  digital  message  traffic  (as 
viewed  on  system  displays),  (b)  user-system  interaction  (as  observed  in  real  time),  (c)  platform 
status  or  usage  (as  examined  on  system  displays),  and  (d)  self-reported  performance  of  digital 
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actions  (warfighter  responses  to  questions).  Altogether,  the  guidelines  provide  concise 
instructions  on  what  performance  data  to  collect  and  when,  where  and  how  to  collect  it. 


Table  5 


Matrix  Format  of  FBCB2  Exploitation  Guidelines,  with  Sample  Entries 


Skill 

Performance 

Goals 

Echelon 

Trigger 

Where  to  Find  Data 

Perform 
Precombat 
Checks  and 
Inspections 

Perform  digital 
commo  check  to 
ensure  network 
integrity 

•  Company 

•  Platoon 

•  Platform 

Before  mission 
start 

View  message  traffic  data  to  see  if: 

•  Free  text  messages  are  sent  bottom-up 

Query  Warfighters: 

•  Ask  users  and  operators  when/how  actions  took  place 

Clear  queues  and 
logs  to  speed  up 
refresh  rate 

•  Battalion 

•  Company 

•  Platoon 

Prior  to  new 
mission 

Observe  user-system  interaction: 

•  Confirm  clearing  actions  by  operators 

Observe  platform  data: 

•  Monitor  system  refresh  rate  on  key  platforms 

The  exploitation  guidelines  are  meant  to  focus  proficiency  assessment  activities  and 
facilitate  high-payoff  performance  feedback.  They  can  be  used  to  (1)  guide  leaders  assessing  the 
digital  proficiency  of  their  units,  (2)  assist  trainers  planning  and  preparing  for  digital  training 
exercises,  (3)  relate  battlefield  shortfalls  to  lack  of  FBCB2  employment,  and  (4)  help  exercise 
O/Cs  plan  and  execute  their  measurement  activities. 

During  the  course  of  the  project,  the  draft  guidelines  were  used  during  battalion  training 
exercises  in  CCTT.  The  limited  feedback  indicated  the  format  and  contents  are  well-suited  for 
operational  training.  The  matrix  encapsulates  what-where-when-how  guidelines  in  a  concise, 
easy-to-use  package  that  fits  all  echelons  and  missions  at  battalion  and  below.  As  a  process 
guide,  it  fosters  insight  and  resourcefulness  on  the  part  of  O/Cs.  As  a  commander’s  assessment 
tool,  it  offers  a  systematic  framework  for  training  to  a  level  of  digital  proficiency  that  enhances 
combat  effectiveness. 

Overview  of  the  Tool 

The  final  component  of  the  FBCB2  Exploitation  Tool  is  the  overview  that  doubles  as  a 
table  of  contents  (see  Appendix  B).  The  overview  lists  user  skills  and  performance  goals  in  a 
compact  format.  An  important  feature  of  the  overview  is  its  operationally  focused  explanation  of 
why  each  performance  goal  is  tactically  important.  This  information  can  help  leaders  explain  to 
subordinates  why  it  is  essential  to  fully  use  the  capabilities  of  their  FBCB2  systems. 
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GUIDELINES  FOR  LEVERAGING  THE  PRODUCTS 


A  variety  of  personnel  involved  in  unit  training  can  use  both  products  as  planning  tools 
and  job  aids,  depending  on  their  specific  needs.  The  Leader’s  Primer  is  useful  mainly  to  help 
plan  and  prepare  for  training  exercises.  In  addition  to  supporting  exercise  planning  and 
preparation,  the  Exploitation  Tool  can  serve  as  a  job  aid  during  execution  of  exercises.  After  the 
exercise  is  completed,  leaders  can  use  the  Primer  to  determine  if  tactical  shortfalls  could  have 
been  avoided  with  the  proper  employment  of  FBCB2.  Table  6  summarizes  the  guidelines  for 
leveraging  the  FBCB2  Leader’s  Primer  and  the  Exploitation  Tool. 

Table  6 

Guidelines  for  Leveraging  the  FBCB2  Exploitation  Products 


Who 

When 

Why 

Leader’s  Primer 

•  Digital  leaders,  Pit  thru  Bn 

•  Assessment,  planning 

•  Determine  digital  training  needs 

•  Post-exercise  assessment 

•  Relate  tactical  errors  to  digital  proficiency 

•  Unit  training  managers 

•  Exercise  planning 

•  Map  training  needs  to  objectives 

♦  Unit  trainers  and  O/Cs 

•  Exercise  preparation 

•  Emphasize  indicators  of  success 

•  Training  support  personnel 

•  Exercise  preparation 

•  Plan  realistic  exercise  support 

Exploitation  Tool 

•  Unit  leaders  and  planners 

•  Assessment,  planning 

•  Select/prioritize  training  objectives 

•  Exercise  execution 

•  Monitor  digital  performance 

•  Unit  trainers  and  O/Cs 

•  Exercise  preparation 

•  Prepare  observation  plan  and  tools 

•  Exercise  execution 

•  Manage  data  collection  activities 

•  AAR  leaders  and  facilitators 

•  Exercise  preparation 

•  Plan  AAR/feedback  procedures 

•  Exercise  execution 

•  Focus  AARs  on  digital  tasks 

•  FBCB2  operators  and  users 

•  Exercise  preparation 

•  Guide  pre-exercise  training 

•  Training  support  personnel 

•  Exercise  execution 

•  Optimize  exercise  support  activities 

Leaders  of  battalions  and  subordinate  units  as  well  as  personnel  involved  in  unit  training 
(e.g.,  training  managers,  exercise  O/Cs)  can  use  the  Leader’s  Primer  as  a  self-development  tool 
and  job  aid.  It  offers  a  broad-brush  orientation  to  leaders  newly  assigned  to  digital  units.  It  can 
help  leaders  at  multiple  echelons  determine  whether  their  unit  is  trained  or  untrained  on  critical 
FBCB2  tasks.  It  helps  leaders  relate  exercise  shortfalls  to  lack  of  digital  employment.  It 
provides  a  framework  for  leaders  and  training  managers  to  zero  in  on  high-payoff  FBCB2 
performance  targets  and  training  objectives.  Unit  trainers  and  O/Cs  can  use  the  primer  to 
determine  realistic  indicators  of  digital  proficiency.  Training  support  personnel  (e.g.,  controllers, 
roleplayers)  can  use  the  keys  to  success  to  better  plan  their  exercise  support  activities.  The 
primer’s  description  of  common  performance  deficiencies  can  help  units  recognize  and  avoid 
readiness-limiting  pitfalls. 

The  Exploitation  Tool  complements  the  Leader’s  Primer  but  is  primarily  for  lower 
echelon  application.  It  can  be  used  for  planning,  preparing  and  executing  digital  training 
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exercises.  Unit  leaders  and  planners  can  apply  the  detailed  guidelines  to  identify  critical  FBCB2 
tasks  that  will  enhance  tactical  performance.  Trainers  and  O/Cs  of  unit  exercises  can  use  the 
detailed  guidelines  to  better  prepare  their  observation  plans/tools  for  virtual,  constructive  and 
live  exercises.  In  general,  however,  obtaining  performance  data  is  easier  in  simulation  exercises. 
Operators  and  users  of  the  FBCB2  can  identify  individual  and  collective  skills  that  need  practice 
before  an  exercise  starts.  Controllers,  roleplayers,  and  other  support  personnel  can  use  the  tool’s 
performance  goals  to  keep  their  exercise  support  activities  tuned  to  exploiting  FBCB2 
capabilities.  After  the  exercise  it  can  point  leaders  and  O/Cs  to  digital  skills  that,  if  employed, 
would  have  contributed  to  the  success  of  the  task  or  training  objective.  For  example,  if  fratricide 
occurs  during  an  exercise,  leaders  and  O/Cs  could  review  the  digital  skills  as  a  guide  to  what 
operators  should  implement  to  avoid  fratricide.  They  can  determine  if  the  lack  of  proficiency  in 
those  skills  was  a  contributing  factor  in  the  fratricide.  Finally,  leaders  can  use  the  detailed 
guidelines  to  help  determine  where  the  unit’s  TACSOP  needs  to  be  updated  or  expanded. 

Facilitators  of  AARs  can  use  the  Exploitation  Tool’s  warfighter  queries  to  focus  the 
training  audience  on  digital  tasks  and  how  they  contribute  to  combat  effectiveness.  The  typical 
AAR  following  a  digital  exercise  concentrates  on  how  the  unit  performed  tactically,  not  how 
well  the  unit  applied  the  digital  tools  in  support  of  the  mission.  The  tool’s  pinpoint  queries  can 
keep  the  AAR  process  anchored  on  the  digital  aspects  of  the  operation  (as  needed). 

The  Exploitation  Tool’s  high-priority  user  skills,  with  their  informal  validation  by  4ID 
warfighters,  set  the  stage  for  focusing  digital  training  objectives  and  the  associated  proficiency 
targets.  The  consensus  ranking  provides  a  loose  framework  for  prioritizing  various  proficiency 
targets,  but  the  ranks  should  be  interpreted  with  professional  judgment  and  common  sense. 

The  potential  benefits  of  leveraging  both  products  are  significant.  Among  the  projected 
benefits  are  the  following: 

•  More  accurate  and  realistic  assessment  of  digital  units’  training  needs,  based  on  how 
well  they  exploit  FBCB2  capabilities. 

•  More  rapid  orientation  of  leaders  and  operators  newly  assigned  to  digital  units. 

•  Enhanced  effectiveness  and  payoff  of  digital  training  programs,  with  ultimate 
improvement  in  tactical  performance. 

•  Saving  of  training  resources,  through  more  efficient  utilization  of  collective  exercises 
and  support  personnel. 

•  Greater  return  from  exercise  evaluation  resources,  with  a  concurrent  reduction  of  O/C 
workload. 

•  Sharing  of  hard- won  warfighter  knowledge  and  insights,  to  preserve  and  disseminate 
invaluable  information. 

By  emphasizing  high-payoff  proficiency  targets  in  the  hands  of  leaders  and  trainers,  the 
Leader’s  Primer  and  the  Exploitation  Tool  help  units  get  the  greatest  return  from  their  digital 
training  exercises.  In  the  process  they  help  O/Cs  work  smart  and  manage  a  potentially 
overwhelming  workload. 
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CONCLUSIONS  AND  RECOMMENDATIONS 


Conclusions 

Measuring  digital  skills  proficiency  is  essential  if  units  are  to  achieve  the  performance 
potential  of  advanced  C4I  tools.  The  FBCB2  Leader’s  Primer  and  Exploitation  Tool  are 
practical  resources  for  assessing  how  well  individuals  and  units  are  exploiting  their  digital 
capabilities.  Both  products  advance  the  state  of  the  art  for  measuring  digital  proficiency,  helping 
leaders  and  trainers  to  focus  their  efforts  on  high-payoff  skills. 

Both  products  are  streamlined  and  user  friendly.  The  Leader’s  Primer  shines  a  spotlight 
on  major  FBCB2  capabilities  and  keys  to  operational  success.  The  Exploitation  Tool  enables 
convenient  referencing  and  tracking  of  critical  user  tasks,  with  detailed  instructions  for  collecting 
performance  data.  Both  can  be  used  to  assess  a  unit’s  digital  proficiency,  improve  digital 
training,  enhance  measurement  and  feedback  processes,  and  focus/manage  O/C  workloads. 

The  Leader’s  Primer  and  Exploitation  Tool  are  expected  to  directly  benefit  digital  units 
throughout  the  Army  as  well  as  their  training  support  elements.  The  projected  benefits  should 
combine  to  enhance  the  payoff  from  digital  training  programs,  boost  tactical  performance,  avoid 
exploitation  pitfalls,  and  save  training  resources. 

Recommendations 

The  authors  offer  the  following  recommendations  for  Army  leaders,  training  proponents, 
senior  training  managers,  and  training  researchers: 

♦  Designate  an  appropriate  organization  as  the  proponent  for  digital  proficiency 
assessment  tools. 

♦  Institutionalize  and  disseminate  the  FBCB2  Leader’s  Primer  and  Exploitation  Tool  so 
they  can  be  leveraged  in  digital  training  environments. 

♦  Maintain  and  improve  both  products  as  new  information  and  technologies  become 
available. 

♦  Determine  the  suitability  and  utility  of  the  4ID-based  Leader’s  Primer  and 
Exploitation  Tool  for  use  in  other  units. 

♦  As  necessary,  tailor  both  products  to  make  them  fully  suitable  for  other  units  and 
operating  environments. 

The  two  proficiency-focused  products  can  be  used  to  tailor  digital  training,  enhance  the 
efficiency  and  effectiveness  of  training  exercises,  and  boost  the  overall  payoff  of  future  training 
programs.  Harnessing  the  power  of  the  products  can  contribute  significantly  to  the  tactical 
performance  and  combat  readiness  of  FBCB2-equipped  units. 
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APPENDIX  A:  LEADER’S  PRIMER  FOR  EXPLOITING  FBCB2 
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Leaders  and  trainers  can  find  who-what-where  guidelines  on  critical  digital  skills 


Decisions _ Use  FBCB2  In  deciding  when  to  deny  fires _ Reduce  risk  of  fratricide  from  indirect  fire,  improve  confidence  in  clearing  fires _ 

Conduct  Warqame  using  digital  systems  In  TOC _ Accelerate  decision  process,  accurately  assess  vulnerabilities,  reduce  uncertainty/risk 

Collaborative  Disseminate  latest  overlays  via  mission  data  loader  (MDL) _ Ensure  all  platforms  have  up-to-date  COP,  avoid  overloading  the  Tlt  standardize  COP 

Planning  Perform  digital  rehearsal  Optimize  synchronization,  reduce  time  required  for  rehearsals,  manage  risks  better 


B-iv 


FBCB2  Exploitation  —  Detailed  Guidelines 


Blue  icons  on  minimum  prior  to  *  View  Blue  SA  to  determine  if  there  are  gaps. 

FBCB2  display  to  start  of  mission  Query  Warfighters: 

ensure  interface  with  •  Ask  operators  how  they  know  when  they  are  sending  and  receiving  SA  data, 

Tl  is  working  _ _ _ _ _ 
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confusion  COMSEC  loaded,  are  they  affiliated  with  an  EPLRS  server?). 

Query  Warfighters: 

•  Ask  users  if  and  when  they  received  orders  and  graphics  reiative  to  key  mission  event,  such  as  LD 
time.  _ 
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the  graphics  they  are  using  are  the  most  recent  versions? 

•  Ask  leaders  if  and  how  digital  SA  helped  them  to  control  maneuver. 

•  Ask  leaders  how  they  decided  when  to  look  at  digital  SA  data  to  monitor  the  movement  of  their 

subordinate  elements.  _  _ 
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Skill  Performance  Goal  Echelon  Trigger  _ Where  to  Get  Data 

”  '  Disseminate  most  Battalion  Preparation  View  message  traffic  to  see  If: 

current  overlays  via  Company  phase  •  Updates  to  original  overlays  are  sent  as  changes  via  FBCB2 

MDL  Platoon  View  user-system  Interaction: 
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Ask  leaders  how  they  conducted  digital  CSS  rehearsal. 

How  was  Tl  notified  that  rehearsal  was  beginning/ending  so  users  were  informed  of  changes  in  SA 
ncture? _ 
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•  During  transport  missions,  do  drivers  use  FBCB2  lor  assistance,  when  needed? 

Query  Warfighters: 

•  Ask  transporters  if  they  are  familiar  with  capabilities  of  NAV  tool. 

•  Did  Pit  Ldrs  instruct  transport  drivers  to  stay  on  the  route  so  they  could  better  monitor  status  of 

deliveries  on  FBCB2? _ _ 
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Ouery  Warfighters; 

•  Ask  operators  if  they  know  how  to  use  the  CM  function. 

•  When  do  operators  use  the  CM  function? _ 
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APPENDIX  D:  LIST  OF  ACRONYMS  AND  ABBREVIATIONS 


1SG 

First  Sergeant 

4ID 

4th  Infantry  Division 

AAR 

After  Action  Review 

ABCS 

Army  Battle  Command  System 

AFATDS 

Advanced  Field  Artillery  Tactical  Data  System 

ALOC 

Administrative/Logistics  Operations  Center 

AO 

area  of  operation 

ARI 

U.  S.  Army  Research  Institute 

BCTC 

Battle  Command  Training  Center 

Bde 

brigade 

BFA 

Battlefield  Functional  Area 

BLUFOR 

Blue  Forces 

Bn 

Battalion 

BOS 

Battlefield  Operating  System 

C4I 

command,  control,  communications,  computers,  and  intelligence 

CCIR 

Commander’s  critical  information  requirement 

CCTT 

Close  Combat  Tactical  Trainer 

Cdr 

Commander 

CFF 

Call  for  Fire 

CLOS 

Circular  Line  of  Sight 

CM 

Center  of  Mass 

Co 

company 

COA 

course  of  action 

COMSEC 

communications  security 

COP 

common  operating  picture 

CP 

command  post 

CSMA 

carrier  sense  multiple  access 

CSS 

Combat  Service  Support 

CSSCS 

Combat  Service  Support  Control  System 

cm 

Commander’s  tracked  items  list 

DP 

decision  point 

DTG 

date  time  group 

EPLRS 

Enhanced  Position  Location  Reporting  System 

FBCB2 

Force  XXI  Battle  Command  Brigade  and  Below 

FFIR 

friendly  forces  information  requirement 

FIPR 

flash-immediate-priority-routine 

FIST 

Fire  Support  Team 

FM 

frequency  modulation 

FOS 

Forward  Observer  System 

FRAGO 

fragmentary  order 

FSB/FSC 

Forward  Support  Battalion  /  Forward  Support  Company 

FSE 

Fire  Support  Element 

FTX 

field  training  exercise 
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HQ 

headquarters 

LAW 

in  accordance  with 

LD 

line  of  departure 

Ldr 

leader 

LOGSTAT 

Logistics  Status  [Report] 

LOS 

Line  of  Sight 

LP 

listening  post 

MA 

Machine  Acknowledgment 

MDL 

Mission  Data  Loader 

MDMP 

Military  Decision  Making  Process 

MEDEVAC 

Medical  Evacuation 

METT-TC 

mission,  enemy,  time,  troops,  terrain,  civilian  considerations 

MSTF 

Mission  Support  Training  Facility 

MTP 

Mission  Training  Plan 

NAV 

Navigation  [tool] 

NBC 

Nuclear,  Biological,  Chemical 

NFA 

no  fire  area 

NFZ 

no-fly  zone 

NTC 

National  Training  Center 

OA 

Operator  Acknowledgment 

O/C 

observer/controller 

OP 

observation  post 

OPORD 

operation  order 

PCC 

Pre-Combat  Checks 

PCI 

Pre-Combat  Inspections 

PERSTAT 

Personnel  Status  [Report] 

Pit 

platoon 

SA 

situational  awareness 

Sgt 

Sergeant 

SITREP 

Situation  Report 

SME 

subject  matter  expert 

SOP 

standing  operating  procedure 

SP 

start  point 

SU 

situational  understanding 

SysAdmin 

System  Administrator  [fimction] 

TACSOP 

tactical  SOP 

TF 

task  force 

TI 

Tactical  Internet 

TOC 

tactical  operations  center 

UAV 

unmanned  air  vehicle 

URN 

Unit  Reference  Number 

UTO/UTR 

unit  task  organization  /  unit  task  reorganization 

WARNO 

warning  order 

XO 

Executive  Officer 
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